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%" Oracle VM VirtualBox Guest Additions 6.1.12 Setup — oy

Welcome to Oracle VM VirtualBox

2
< Guest Additions 6.1.12 Setup

VirtualBoxik
ZTEWH

i

4

Setup will guide you through the installation of Crade VM
VirtualBox Guest Additions 6.1.12.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.
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%" Oracle VM VirtualBox Guest Additions 6.1.12 Setup —

Choose Install Location
Choose the folder in which to install Orade WM VirtualBox Guest Additions 6.1.12.

lgi% Y

Setup will install Crade VM VirtualBox Guest Additions 6. 1.12 in the following folder. To install
in a different folder, didk Browse and select another folder. Clidk Next to continue,

Destination Folder

rogram Files\Orade\VirtualBox Guest Additions Browse, ..

Space reguired: 992.0 KB
Space available: 19.4 GB
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% Oracle VM VirtualBox Guest Additions 6.1.12 Setup — pod
Choose Components o
7o AL Choose which features of Orade VM VirtualBox Guest Additions 6.1.12 you want to !1‘
# < install,

i

4

VI rt Uad I BOX]:I, Check the components you want to install and unchedk the components you don't want to

;E E 14: install. Click Install to start the installation.

i Description
Select components to install: VirtualBox Guest Addition ?

Direct3D Support (Experir
start menu entries

Space required: 392.0 KB

< Back Install Cancel
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WA Oracle VM VirtualBox Guest Additions 6.1.12 Setup —

Completing Oracle VM VirtualBox

T4 Guest Additions 6.1.12 Setup

VirtualBoxik
ZTEWH

i

4

Your computer must be restarted in order to complete the
installation of Crade VM VirtualBox Guest Additions &. 1. 12.
Do you want to reboot now?

(®) Reboot now

() I want to manually reboot later
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[root@localhost ~]# gedit /etc/sysconfig/selinux
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This file controls the state of SELinux on the system.

SELINUX= can take one of these three values:
enforcing - SELinux security policy is enforced.
permissive - SELinux prints warnings instead of enforcing.
disabled - No SELinux policy 1is loaded.

SELINUX=disabled|

# SELINUXTYPE= can take one of these three values:

# targeted - Targeted processes are protected,

10 # minimum - Modification of targeted policy. Only selected processes are protected.

11 # mls - Multi Level Security protection.

12 SELINUXTYPE=targeted

13

14
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gedit /etc/sysconfig/selinux
HSELINUX=enforcing X% disabled
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x86_64
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root@localhost:~

P&
kernel-core-5.8.6-201.fc32.x86_64

Bk !
root@localhost ~]# dnf install kernel-devel-5.6

hAHEHABBE . 0:00:41 LA r BHBABT (8 1565 0743 48

repo.repc
Architecture Version

gAd 13 M
&AL 50
SRR LA [y/N]:
ynea
RITEBRRAGEH
FITTITTR

TREEH

E3 ]

EERE : kernel-devel-5.6.6-300.fc32.x86_64
$h1785 % /"8 : kernel-devel-5.6.6-300.fc32.x86_64
174" : kernel-devel-5.6.6-300.fc32.x86_64

g
kernel-devel-5.6.6-300.fc32.x86_64

BL !
root@localhost ~]# I
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VirtualBox Guest Additions installation

Verifying archive integrity... All good.
Ff | Uncompressing VirtualBox 6.1.12 Guest Additions for Linux
root@VirtualBox Guest Additions installer
Zch This system appears to have a version of the VirtualBox Guest Additions
already installed. If it is part of the operating system and kept up-to-date,
g there is most likely no need to replace it. If it is not up-to-date, you
_should get a notification when you start the system. If you wish to replace
it with this version, please do not continue with this installation now, but
instead remove the current version first, following the instructions for the
operating system.

If your system simply has the remains of a version of the Additions you could
§ not remove you should probably continue now, and these will be removed during
installation.

3

Do you wish to continue? [yes or no]
|\ yes

55 S

Nty
:

kernel-d
kernel-d
kernel-d

¥ o Rt 55 B 46 T 4
B ¥
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o VirtualBox Guest Additions installation

verifying archive integrity... All good.

Uncompressing VirtualBox 6.1.12 Guest Additions for Linux........

rtualBox Guest Additions installer
Removing installed version 6.1.12 of VirtualBox
Copying additional installer modules
Installing additional modules
VirtualBox Guest Additions: Starting.

VirtualBox Guest Additions: Building the VirtualBox Guest Additions kernel

modules. This may take a while.
VirtualBox Guest Additions: To build modules for

installed kern

lox Guest Additions: /sbin/rcvboxadd quicksetup <version>

Guest Additions: or

Additions: /sbin/rcvboxadd quicksetup all
Additions: Building the modules for kernel

This system is currently not set up to build kernel modules.
Please install the gcc ma perl pac es from your
ValueError: File context for /opt/VBoxGuestAdditions-6.

lready defined
VirtualBox Guest Additions: Running kernel modules will not be replaced until
he system is restarted

ss Return to close this window...

t
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VirtualBox Guest Additions installation

prifying archive integrity... All good.

compressing VirtualBox 6.1.12 Guest Additions for Linux........

rtualBox Guest Additions installer

is system appears to have a version of the VirtualBox Guest Additions

ready installed. If it is part of the operating system and kept up-to-date,
ere is most likely no need to replace it. If it is not up-to-date, you
ould get a notification when you start the system. If you wish to replace
with this version, please do not continue with this installation now, but
stead remove the current version first, following the instructions for the

perating system.

your system simply has the remains of a version of the Additions you could
bt remove you should probably continue now, and these will be removed during
stallation.

b you wish to continue? [yes or no]

buch: |;Z® I '/var/lib/VBoxGuestAdditions/skip-5.6.6-300.fc32.x86_64': ZEH—RBEZEE
bpying additional installer modules

stalling additional modules ...

rtualBox Guest Additions: Starting.

rtualBox Guest Additions: Building the VirtualBox Guest Additions kernel
bdules. This may take a while.

rtualBox Guest Additions: To build modules for other installed kernels, run
rtualBox Guest Additions: /sbin/rcvboxadd quicksetup <version>

rtualBox Guest Additions: or

rtualBox Guest Additions: /sbin/rcvboxadd quicksetup all

rtualBox Guest Additions: Building the modules for kernel
6.6-380.fc32.x86_64.

is system is currently not set up to build kernel modules.

ease install the gcc make perl packages from your distribution.

rtualBox Guest Additions: Running kernel modules will not be replaced until
e system is restarted
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jo| VirtualBox Guest Additions installation

erifying archive integrity... All good.

ncompressing VirtualBox 6.1.12 Guest Additions for Linux........

irtualBox Guest Additions installer

his system appears to have a version of the VirtualBox Guest Additions
lready installed. If it is part of the operating system and kept up-to-date,
here is most likely no need to replace it. If it is not up-to-date, you
hould get a notification when you start the system. If you wish to replace
t with this version, please do not continue with this installation now, but
nstead remove the current version first, following the instructions for the
perating system.

f your system simply has the remains of a version of the Additions you could
ot remove you should probably continue now, and these will be removed during
nstallation.

o you wish to continue? [yes or no]

es

ouch: SEE®I '/var/lib/VBoxGuestAdditions/skip-5.6.6-300.fc32.x86 _64': BHEE—RNERES
opying additional installer modules ...

nstalling additional modules ...

irtualBox Guest Additions: Starting.

irtualBox Guest Additions: Building the VirtualBox Guest Additions kernel
odules. This may take a while.

irtualBox Guest Additions: To build modules for other installed kernels, run
irtualBox Guest Additions: /sbin/rcvboxadd quicksetup <version>

irtualBox Guest Additions: or

irtualBox Guest Additions: /sbin/rcvboxadd quicksetup all

irtualBox Guest Additions: Building the modules for kernel
.6.6-3008.fc32.x86_64.

his system is currently not set up to build kernel modules.

lease install the gcc make perl packages from your distribution.

irtualBox Guest Additions: Running kernel modules will not be replaced until
he svstem is _restarted

ress Return to close this window...
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1188H 15: 3

root@localhost:~ — fusr/bin/python3 Jusr/bin/dnfinstall firew--- o] =

root@localhost ~]# dnf install firewalls

RPTAHBBHEE !

: RH’H‘(:J\ : 1f;
& 1% 7] LU g !HNJ

0:04:52 LLR) » FFlE 86 A B8 v 2020 115 esH

noarch
noarch

x86_64
noarch
x86_64

x86_64

2 HE (B 12
dnf install firewall*

+13% fr*
«19.21-1.Tc3

:1.12.16-4.fc32
2-55

»13.2-5 fc3

Fa

71 [F ]l\)' /("n]

(@A) 1585299 52

selfrepo
selfrepo

selfrepo
selfrepo
selfrepo
selfrepo
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root@localhost:~

A/ 3.4 M
230, ] N
EAXBI LB [y/N] .

EnEe

TRERRGE

BERBER -

RITREE R RS
BERAERY -

TEBEEH

£H ;
EFEERE : dbus-x11-1:1.12.16-4.fc32.x86_64

EERE : firewall-config-0.8.2-2.fc32.noarch
EFEZE : python3-pyqt5-sip-4. El-l.fc32,:-\'8.f:._64
EERE : python-qt5-rpm-macros- 5 13.2-5.fc32.noarch
EFEERE : python3-qt5-base-5.13.2-5. fc;Z x86_64
EERE : firewall-applet-0.8.2 2 fc32.noarch
HiTIES /B : firewall-applet-0.8.2-2.fc32.noarch

i : dbus-x11-1:1.12. 1(3 -4.fc32.x86_64

: firewall-applet-0.8.2-2.fc32.noarch

firewall-config-0. B 2=2.fc

: python-qt5-rpm-macros-5.13.

o

frogesge oo
BEEEE

3
3
3

e

Yo

2.noarch
2-5.fc32.noarch
: python3-pyqt5-sip-4.19.21-1.fc32.x86_64

: python3-qtS5-base-5.13.2-5.fc32.x86_64

g v

L3 8%

dbus-x11-1:1.12.16-4.fc32.x86_64 1 M —F
firewall-applet-0.8.2-2.fc32.noarch \j XH 1GU| QIE’VHJ.'“
firewall-config-0.8.2-2.fc32.noarch
python-qt5-rpm-macros-5.13.2-5.fc32.noarch

python3—pyqt5-s‘ip 4.19.21-1.fc32.x86_64
python3-qt5-base-5.13.2-5.fc32.x86_64

B !

root@localhost ~]#




aa
aa
==

al

R

T

LibreOffic---

MREM 1L
BT

Rhythmbox

Firefox

LibreOffic---

LibreOffic---



HREMHIL

BIFRRE BXEE FEER ZREE

BigsE

BEF) J|AO) BBV KREIH)
v ERPEE . BTEE -
=i B R IPSet
58148 1 (enp0s3; _
PR retrmon, | (revolld R ERBRITERL 2 AR
NE 12 /58X « icmp i
B block
dmz
drop
external
FedoraServer
home
internal
libvirt
public
trusted
work
HE firewalld BB BIT -

BinE AEHE EUHEE EXUEE

Bh A AB AR AR

i 45 4 ] 5
< BE i#E1E BE KEEES

REIUEERERZRAPEFPLEHEREE - SRERHMATZ IR - ME - KENE
REERERKRER » B ECFREEEERE

AR B

amanda-client
amanda-k5-client

amgp

amqps

apcupsd AN
audit

e (F32RRGUIFTE

bacula-client

i RAERIEAUH -
bgp

bitcoin
bitcoin-rpc
bitcoin-testnet
bitcoin-testnet-rpc

TE -~ RBAMEREER - REAELSSRY  #38 - BE - A% - #1518
SERAFE - AEOUENE « KEUAFTHE -

@ | mmemx  ovPERE

[(REREUH] - WER L
ZHo Ma<HEUH °)




HREMHIL
11 1 | BIFREE BXEE BERR SRIES BigsE misHE BEHE BHEE EXERE I I

{£3 Fedora32WS-HOME [®77F] - Oracle VM VirtualBox
2= BE BRE BA ko]

D PR e

87T BEREWHRITHNE -




MREM 1L
11 1 KA BXEE MERRR SRR ZigE miziiE BIEHE EHEE BXERE I I

Fedora %7€

(E K vGate)

2020/12/03 RXE




AR AE A T~

BIFRRE EXEE

=

3

FEREERR RS

HREMHIL

BigsE BinE AEHE EUHEE EXUEE

11816H 11

.04 ®

«“

= Ethernet (enpOs3) BF]

pe k-

» Ethernet (enp0s8) 5

) i G B (#) Right Ctd



HREMHIL

I Bl IR EF EfX8E BERR ZRES SIS miEHE FIEHE AUEE SXEE 1 1 1
11816H 11:04 *

Ethernet (enp0s3) +

3} EF
1000 Mbs o

B &%
g Ethernet (enp0s8) +
& Wb 1000 Mbs o
8 B > =t N
U rE ? HRBE
@ LSt
< 5= AR KRR Sl
o =X
e T
O Brs
¢ BEASIZR




HREMHIL

T 11 EREE EREE MEEE EREE CYTe e SENE BENE BNEE BERE =T 1 1
=JL = Z V]
AaxX ﬂ_mEI 'IE B(0) 548

AR P4 Ve B2

2 F8(N) | WAN|

MAC {i[#it v
3R MAC {ifhit -
MTU B +




HREMHIL

1 1 1 | BlFRREF BEX B8 MERR ZREE ZLisIces mBHAE BIEHE ENEE BEERE 1 1 1
=JL =0 4
5% 1E A BH (C) 5is

A Pva  IPVE %R

|

MAC {iiiit v

38U MAC {itht -

MTU B% -




HREMHIL

BIEREE BXiEE EER SRIEE BEeEd misHE BE

inay

S

BUH (C) B
—— AT
Y
{irht
10.19.1.1 255.255.255.252
DNS

10.19.1.1

‘EQJ()\

o] LARA A




HREMHIL
1 1 1 | BEIRRE EXEE EEER ZREE BEeEd misHE BEHE BHEE EXERE

REMT g

Faae 827

IPv6 /i

DNS 8




HREMHIL
11 1 BIFRRE BXEE FEER ZREE BEeEd miziiE BIEHE EHEE BXERE I I

Xﬂ- Zlﬂ E BE ocE 115168 11:09 ®
H L m
Ethernet (enp0Os3) -
} EF
48 - 1000 Mb/s (:) T
B &8
A & Ethernet (enp0s8) +
Q g8 43P - 1000 Mb/s () &
88 BiA% > VPN +
b » HRRE
@ 48 LIRSE
5 ARAEERS ey | 8
;
© BH
(e BF
O ErE




_1 1 1 B PR R EF BIFXEE FER SSRGS
=JL =0 4
nXﬂ::%EI_E BUA(C)

AR E IPv4

HREMHIL

IPv6

MAC {iifit
EHAY MAC {ifht

MTU B#




HREMHIL

I B PRIREY BEIXBE RE R =REE BiEEH miEHE BIEHE BEE
18—
AX ﬂ C :nn _E BUH(C) 543
A E =8 IPv6 Z2%
IPv4 757% 5#) (DHCP) OFFXBEG
O =5 =H
DELEMEBLR
{irht
10.19.1.1 255.255.255.252 10.19.1.1
(X
DNS B#
192.168.1.1
e so @ )




HREMHIL
11 1 | BIFRRE BXEE FEER ZREE BigsE

EQ T-: %H _E BH(C)

IPv6 753% 8%
=}
O &8
DNS
pzgzs




HREMHIL

RREF BB E EREEE

G S BEeEd

miziiE BIEHE EHEE BXERE

S

LE

0

REM

Bin

BT

" BEASER

RERFR

ZIEL )

o BPRIUIRES

e

RS

mRERER

HEREZ

B

11816H 11:12 e

Ethernet (enp0s3) +

B384 - 1000 Mb/s @) =

IPERESTR - MsRAFERER-->1] 5

Ethernet (enp0s8)

S48 - 1000 Mb/s " @IE:

VPN +

DES-3-1

w1 ERE am [




MREM 1L

1 1 1 | ZRE EXEE RERR =RIEE List=l=s miEHE SRS EHEE BxEE I B B
== KK = — TR :
EHEINEE  m——
Q REE = () x
L® &R .
O @Brs
¢ BENSITR B
B Rehas fedoro_
= HER —
B (C ENHARE [ EienaR) localhost.localdomain >
§ SBRIER
o He :
1.9 GiB
P ﬂi‘,@jﬂﬁg ‘VGB(E-(N
' I 7-4790 CPU @ 3.60GHz x 4
-
O EBRRIA
&E livfpipe (LLVM 10.0.0, 256 bits)
“a ERE
MR TR 16.1GB
* FERERER
© pmEEy fEXRERTE —P  Fedora 32 (Workstation Edition)
fEXRERE 64{ii T




HE I
SR EKEE BER SIS

< & n ] r 11816 11:23
0y E ‘ 5", root@localhost:/ — /bin/bash ./linux-Shell/Account-Tools.sh

script is autorun Fedora24 setting
script build by YMHS Department Of Computer Science Class A
.02

[Fedora24 Ver = Fedora WorkStation(i386)
he program is Auto Creat Account
lcome the program
ease Select Your Chance
.Creat@l-e9 Account
.Creat Account
.Delete ©-9 Account
.Delete Account
.Change ©-9 Password
.Change Password
Surdn (.rmur\

lease Select Your Chance: 1

ddGroupName: Feuser
dAccountName: Fsr

dAccountPasswd: Fedora@20l9
ddAccountFirst: 1
ddAccountEnd: 9
ddAccount-Bash-or-Sh: bash
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ccount
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L -
BEEo ~+ M gdr'f't. pa;svivord
L auth [success=dane denare=3ip = i j D
1auth required pam_succeed_if.so user notingroup Feuserj
3 auth substack password-auth
4 auth optional pam_gnome_keyring.so
S auth include postlogin BF %_l Xz_a.t Q_QA —3 ﬂ:/ /\ﬁ
T
o 2 mllFeuser~BEE 771
7 account required pam_nologin.so
8 account include password-auth
9
L@ password substack password-auth
L1 -password optional pam_gnome_keyring.so use_authtok
L2
L3 session required pam_selinux.so close
L4 session required pam_loginuid.so
LS session optional pam_console.so
L6 session required pam_selinux.so open
L7 session optional pam_keyinit.so force revoke
L8 session required pam_namespace.so
L9 session include password-auth
10 session optional pam_gnome_keyring.so auto_start
1 session include postlogin

auth required pam_succeed _if.so user notingroup Feuser(E£4H341H#)

]l
x
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edora 32 (Workstation Edition)
ernel 5.8.18-200.fc32.x86_64 on an x86_64 (tty3)

gate-01 login: Fsro02
Password :
Fsr02eugate-01 ~19
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=
meo - | @ tens ame | = | »

e

=2 &£ Command History BV &=

gedit /etc/profile.d/custom.sh
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Command history # =

| root@vgate-01:~

root@vgate-01 ~]# history

history

gedit /etc/profile.d/custom.sh

history

reboot

history
root@vgate-01 ~]# gedit
_root@vgate-01 ~]# history

history

reboot

history

gedit

history
root@vgate-01 ~]#
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root@vgate-81 ~]# cat /proc/sys/net/ipv4/ip_forward

root@vgate-61 ~]# gedit /[etc/sysctl
root@vgate-01 ~]# gedit /etc/sysctl.conf
root@vgate-81 ~]# sysctl =p

ysctl: malformed setting "=p"

root@vgate-81 ~]# sysctl -p

et.ipvd.ip_forward = 1

root@vgate-01 ~]# cat /proc/sys/net/ipv4/ip_forward

root@vgate-01 ~]#

HRE
iS85

11516H 11:40 *

root@vgate-01:~



11 1 | BIFRRE EXEE

W= bW N e

10

WA W W AW

Configuration file for dnsmasq.

Format is one option per line, legal options are the same
as the long options legal on the command line. See
" Jusr/sbin/dnsmasq --help" or "man 8 dnsmasq" for details.

# Listen on this specific port instead of the standard DNS port
# (53). Setting this to zero completely disables DNS function,
# leaving only DHCP and/or TFTP.

gport=5353

13 localise-queries|
1777 options make you a better netizen, since they

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46

# tell dnsmasq to filter out queries which the public DNS cannot

# answer, and which load the servers (especially the root servers)
# unnecessarily. If you have a dial-on-demand link they also stop
# these requests from bringing up the link unnecessarily.

# Never forward plain names (without a dot or domain part)
#domain-needed

# Never forward addresses in the non-routed address spaces.
fbogus-priv

# Uncomment these to enable DNSSEC validation and caching:
# (Requires dnsmasq to be built with DNSSEC option.)
#conf-file=/usr/share/dnsmasq/trust-anchors.conf

#dnssec

HREMHIL
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x
¢

=

HXHE

11516H 11:42 *
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gedit /etc/dnsmasqg.conf
A localise-queries

Replies which are not DNSSEC signed may be legitimate, because the domain
is unsigned, or may be forgeries. Setting this option tells dnsmasq to
check that an unsigned reply is OK, by finding a secure proof that a DS

The cost of setting this is that even queries in unsigned domains will need

one or more extra DNS queries to verify.

-
# record somewhere between the root and the domain does not exist.
8
-]
#dnssec-check-unsigned

Uncomment this to filter useless windows-originated DNS requests

which can trigger dial-on-demand links needlessly.
Note that (amongst other things) this blocks all SRV reguests,

This option only affects forwarding, SRV records originating for

dnsmasq (via srv-host= lines) are not suppressed by it.
filterwin2k

# Change this line if you want dns to get its upstream servers from

# somewhere other that /etc/resolv.conf
#resolv-file=

$
# so don't use it if you use eg Kerberos, SIP, XMMP or Google-talk.
8
-4
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[root@vGate-xx ~]#|gedit /etc/hosts
HEO) ~ @ posts #7(S)

| 1127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomaind

x

Bl localhost localhost.localdomain localhost6 localhost6.localdomain6

10.19.1.1 www.nhssc2019.edu
192.168.1.1 www.nhssc2019.edu
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root@vgate-01:~

root@vgate-01 ~]# systemctl restart dnsmasq
root@vgate-81 ~]# systemctl status dnsmasg
dnsmasq.service - DNS caching server.

Loaded:
Active:
LESL S 1 H
Tasks:
Memory:
CPU:
CGroup:

loaded (/usr

2821 (dnsmas
1 (Limit: 23
864.0K

3ms
/system.slic
L2821 jusr/

16 11:43:48 vgate-61
16 11:43:48 vgate-01
16 11:43:48 vgate-01
16 11:43:48 vgate-01
16 11:43:48 vgate-01
16 11:43:48 vgate-01

root@vgate-0l

/lib/systemd/system/dnsmasq.service; disabled; vendor preset: disabled)
since Mon 2020-11-16 11:43:48 CST; 6s ago

q)

32)

e/dnsmasqg.service
sbin/dnsmasq -k

systemd[1]: Started DNS caching server..

dnsmasq[2821]: started, version 2.80 cachesize 150

dnsmasq[2821]: compile time options: IPv6 GNU-getopt DBus no-il8n IDN2 DHCP DHCPv6 no-Lua TFTP no-conntrack ipset auth DNSSEC 1oop—l
dnsmasq[2821]: reading /etc/resolv.conf

dnsmasq[2821]: using nameserver 192.168.1.1#53

dnsmasq[2821]: read fetc/hosts - 2 addresses

~]# systemctl enable dnsmasq

reated symlink /et€/SysSTema/system/MULTT-USer.target.wants/dnsmasq.service » fusr/lib/systemd/system/dnsmasq.service.
root@vgate-0l1 ~]#
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AR (EEL R VBHESERERE
CH1 3 MQTT

1-1 MQTT Broker t#}2EEEAR

MQTT 2= RFPh AN EHRETBNAEEBBEEHRERE - BH
7S M2M ( Machine to Machine ) 81 10T ( Internet of Things) RI&

MQTT WEE 3% Publisher( sHE%%H =& )- Subscriber( FAEEWRE )-
Broker ( KB A ) =@ AE Publisher 2 Subscriber 2B 7%E Broker Bt
# UL - Publisher B3 Subscriber AEFEZMEBEMUIEW IP A3t Publisher £
Subscriber ZEZ&E#® Topic ( F& ) KNSFEEZENEN - ZHIRHR oI UL EFE
AR T ENOESE - MQTTHE R X RBENRERLIRTE  BTRERITAEE
THHBEE MEHRLEIXAEEE—RONKNIEA (broker) - KRHFEEEIB T
FHREE - B EMARKE (Y ) BeEE—WEE2HE (NYEE ) -

I A ZE G AR 28 8132 (R £ B broker.hivemq.com) - [@ 13 AR 28 % 25 = &
M—7F 23 HE( publisher ) EERFENFETBN— EEJ%ETES%( subscriber)
ENEP-LR @LFZ,EJ%%EIHE’J EERME BURAAISENN—Z2RIIZTEE-
BRI /MR EE S EEEREUFHR -

TopicliBRESE
Topic2i2EBE

Topic4 :BERETHRRE @ SR

o BE
Topic5:BARE2SR Topic3: FREEEME

B (1) MQTT H3BE /5 =



1-2 MQTT Topic @&

MQTT B ERE ( Topic) &M : MQTT XEEZHEZE UTF-8 ( BEIH ) RITHF
£ HMIUEBTRETERZE AW BXREMNMBEBEIwRZR "EBE L
BEEEMNMEBETEUM "RE, .FF TEIBOEBUERBEEOREER
MEALNETBERHEBEERARY ITHNEEEENBRFEDIEXANE  TERHES
2R 8] ~ [#]1 ~ [+]1 ~ [-]1 ~ [*] » [ER] SFTORERLZEEE -
KEMEBER "YHEEIEREZ AMFTEEEERXANERE - BRE - RE -
HERERE  TEEWRAMHEN Topic WHEFK :

E =G Topic
816001/home/ledl = xxxx/home/led1
fhome/ 0" BfE "1 BB fhome/
EZ=HHEE2 Topic

xxxx/home/led2

816001/home/led2

xxxx/home/bright

816001/home/temp BEZREZETopic xxxx/home/temp

H

816001/home/humi ExR#E & ETopic xxxx/home/humi

B(2) EEEFEXREE Topic BEWER

CH2 MQTT A RFT R

AHEMETBER "YHAEZEERETE, H RMBER MQTTLens #H# 3
DHT11 BRIz R REE - AHEERAISEAZTEEEPRERENETE (Topic)BO
OJE %% 816001/home/temp -
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FRHEXABIEES "mqttlens” BRFLESE -

BB EMA Chrome -

Google

® 5B google Z 35| @ A
"mqttlens downoad , = -
@ Z MNESHEARPH MQTTLens —

Google Chrom %45 °
<. mgttlens download X )
Google ##5 FFR
Google $£{f ¢ English
o 1} R ELERAREIRE
[ o o e @ 3R chrome & FEARENEE

S5E > Sl > MQTTLens

p| oers
T 26tE: MQTTLens
dkk 154 | HRFEIIAE | & 90.000+ fiiERH

A -
® EUEAR "TINE Chrome, %iH »

EH B HE EREIRE
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) o e BREHE -
e t O £ chrome #3138 A
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Add a new Connection x
Connection Details
Connection name Connection color scheme

EEEEER ——

tepy// ¥ || brokerhivemg.com|

lens_EPUKZbuvligcC1PEAMDIDQSPMR

Session Automatic Connection

Clean Session Automatic Conneaction

Generate a random D

Keep Alive

120 seconds

Credentials

Username Password
Enter username Enter password

Last-will v
B CanceL B crears connection

I
| P maTTlens

Version 0.0.14

P MQTTlens

Connections + ,.l <

Os==== 0B & Connection: g%%;zgg
Subscribe
815001 /home/led1
Publish

816001/hemefled1

Subscriptions

#Time Topic QoS
o 43320 QEITITED O

Message: 1

Topic: "816001/home/led1” Snowingthe st S messages — +

BT+ e T RNIINERS
R ABBEENRERE H
BIFlERWT

#£ " Connection name, FHEX
FHR@A T EEEREE, - UIb
XFABILBR -

£ Hostname ZE H & & A
MQTT f& AR 88 W & 78

broker.hivemqg.com °

® 7 port, BA 1883 -
® 1%~ "Generate a random ID |

Zih -
'™ "CRETAE CONNECTION .
R ih

ER AN INE & HIR Subscribe 5]
RIK Publish 2% 7nm{E & i3 & 4
e -

BIFS7E Subscribe B2 Publish &
M E B E B OA
"816001/home/ledl ; EE—
ETR2HE -

#Z1 T TSUBSCRIBE, #Zth#E
7 Topic 5]& -

HREHE Publish M7 Message
WATERIZT Publish %%
ih - T E]RR Message EEIK
BRBEmMNER -
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Connections +A| <
Qe B B Connection: F&=wEs
Subscribe

816001/nome/led1

Version 0.0.14

0-at mostonce v| [EUEST

o TIZEMREIFSE Publish &
87 Message 1-1—0 - B#A
—R Message Z#%—F Publish

[Topic: "816001/home/led1" showing the lest 5 messages — +
[Topic: "816001/home/led2" shoningthe last 5 messages — +
s — +
[Topic: "816001/home/humi" showing the last 5 messsges —

[Topic: "816001/home/temp”  showing the last 5 me

[Topic: "816001/home/bright” showing the ast 5 messages — +

es: 073 0

=D .

T

es: 010 N

es: 010 JA

D A

Publish e R A EER -
816001 home/led1 [0~ st mastonce ] [] Resindt IEEY —
Bl | o mpmmERERETEARDE
p—
1-1-0-
Subscriptions
Topic: "816001/home/led1” Showing the last § messages — 4 | veessapes: 0 PN
# Time Topic QoS o
o 42020 QECIERTED O
Message: 1 (]
# Time Topic QoS o
14303 CEIETTD O
Message: 1 FD
# Time Topic QoS 0
2 s34 QEIIEITT O
Message: o 5!
< 45 L= ..
Connection: FESE e ® %E :%E %ﬁ iﬁélz
— : "816001/home/temp 1 Topi
816001/home /temp ome emp 4 OpIC
Pubish - %~ SUBSCRIBE #Z#fETE N7
o8 WHIRREE - MEHRR
Message = NN
‘ Topic HWER] -
Subscriptions
Topic: "816001/home/led1” showing the last S messages — + [ Messages: o J8
Topic: "816001/home/led2" snowing the last s messages — + [] ~
# Time Topic QoS o
0 440 QEIIINED O
Messaﬁe:o |_|—|
Topic: "816001/home/temp”  showing the last 5 messages — + [ A
< 31 5L it 4= 4
Connection: &k sE: I | . ?ﬁ%n\@ n\E%ﬁ iE
Subscribe ~ r B
816001/home/humi ,
—
T = r816001/home/bright. -
816001,/nome/led2 O me Em%@ﬁ? 5 ﬂﬁl TOpiC .
Message . N
0 o B S5 EEREMNMR - A ledl
Subscriptions HEEE —EILIEE - led2 ¥E

BE -
® 1 temp ~ humi - bright %3 5l #f

St

BRE  RE  REFEHM -




® E/ETE 816001/home/temp I
Topic #mEinmE 7 Al 25—

| connection: EEET R
Subscribe

.
e

816001/home/temp

Publish ﬁ 28—32 -
e ® TILIE T AH Subscriptions &

Message

BRE=2ENRWERIAVERE -

Subscriptions

Topic: "816001/homefled1” showing the last 5 messages — + ] -
Topic: "816001/home/led2" showing the last 5 messages — 4 ] o
Topic: "816001/home/temp"  showing the last 5 mesg i R
# Time Topic QoS
0 45323 o
Message: 25 rD
# Time Topic QoS
145328 o
Message: 28 0
# Time Topic QoS
2 45334 o
Message: 32 rD

2-2 Android TIOT MQTT Panels APP 2 E

&Y i ® %N "lot MQTT Panel , APP EI/RE{E) AP
I EAAIERTE

® FERZL#HAIF| "GooglePlay ., &5 - =
MHRELE -

H 05 | B

#H, 88238 QA

A EERY
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Connections

Mgtt led
test.mosquitto.org

MattiifF i

test.mosquitto.org

MQTTiEZSE

broker.hivemg.com

Remote switch
broker.hivemg.com

Home control
mqtt.eclipse.org

Home control
test.mosquitto.org

BRERER

broker-hivemq.com

o/

® TN T+, ¥E MQTT EaRizEH -

o= A

< Edit Connection

Connection name *

BEEREE (?)

Client 10

OINXDzKCKe (7)
|

Broker Weby/IP address

broker.hivemg.com (7]
e

Port number Network protocol

1883 TCP ~ @

o/

Advanced options

ENREEFNBERETRE -
Connectionname BB ZEREHE P
R EH -

® ClientID BUEZE#EE -

® Broker Web/IP address #81iI -

M E Mqtt
8 iR 28 B9 DNS & IP - A &5 6l i A
broker.hivemqg.com %2 & mqtt EIARES -
& E 4 1883 - Network
protocol &% TCP B -

I B + 718 Device

Port number

Device list 35
[Home] -
% "SAVE , FEFMERERE -




< Edit Device

Device name

Home

Device prefix topic )
Device theme caolor - -

!: Choose device icon

D Lock panels (7)
@ Set as connection home )
[ enable device status (7]

CANCEL SAVE

® Device #RERIEN °
® 1% "SAVE, REFHERE -

OCE = A

Select panel type to add

O Button

- Slider

=, Combo Box

@  Radio Buttons

a LED Indicator

= Multi-State Indicator
= Linear Progress

D Circular Progress
i Vertical Meter

B Textinput

=  TextLog

@® Color Picker

® Time Picker

|: Line Graph

T INAEFIE R -
T INAZEFIE R -

® 3%31Z Switch Panel
® %1Z Gauge Panel




€ Add a Switch panel

Panel name *

o Oj10o O O

-

CANCEL CREATE

o EEFHUAREE Switch Panel o4 -
® 7£ Panelname U ABE]&E - &E

PENEO - AHFRER EE— BHE-
£ Topic fAIE A MQTT topic FIZEX
HZ18% 816001/home/ledl - LIt topic &
BHEERKBERAIERD

ERTER " Switch B HITTH - 1BE H R
Pryload on E8:2#1E 1 - Payload off
RIERO -

ZJ# Show received timestamp E7Ei%
ST S BN EWERAIRERRE -
‘A% Show sent timestamp &£ %1%l
T EEREREERRIRER -

#% "CREATE, #1317 Switch panel 7ot -

€ Add a Circular Progress panel

[ Payload is JSON Data

®

BT Circular Panel JT#F

£ Panelname WA B2 - &
RN EO] - ABAIRER T RE ) B -
£ Topic tH fil 8 A X X B M &
816001/home/temp - Itk topic BIBHIE
ERENBERAIERDS -

BARIZER "Circular, #ZHlot - BEHE
8 Pryload min E2 Payload max - TEtb3®
B Y IE LR E RO T8I FTBE RCORI S R
e =R EUE -

Z

"CREATE ., #31 Circular panel 7off




OoCD = A

Clone a panel

LED1

LED 2

Temperature

Humidity

® Switch 82 Circular #ZHlo . FHES—
REEFEY  JEBEEZERENTH
ELAABRNT] - INRAE B TR -

CANCEL

e Bi7M EE— , Editpanel AZAIERTE -

e KX # Bl W Topic & T B
816001/home/ledl -

® [ Z)% " Show received timestamp s -
"Show sent timestamp ; BRE - EBW
B REERET - SFRRIREREEZE
ZN I

o MO DUEREMIBRTE - BHTERIRT
"SAVE, #%&h -

DLCl= A

< Edit panel

® BRTEIE _ , Editpanel AZAIERE -

e K # Bl B9 Topic | T 7=
816001/home/led?2 -

o ODUERHMAERTE - BRTERIZT
TSAVE , ##Zih -
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& Edit panel

816001/home/temp

Payload min*

10

[ show received timestam

40

Payload max*

Color sectors

. #009600

10 to

20

#fac800

30

® 5722

CANCEL SAVE

e %18 TRE ), Editpanel AZMIERE -

e K # fl M Topic =| T B
816001/home/temp °

o HATEM Circular panel T - RERE
RRERITIAEEEE - Pryload min f8E% =
o] EEEEE1E 10 B C- Payload max £l
AU EERSE40EC-

® Hh Color sectors OIMIEREABEEE
BERAENEEETR -

e HRIE#E EHE Ae=fERe XK=
EEEEeE -

o o] UENHMIERTE -
"SAVE , 1Zth -

EeREERT

OLCB=A

& Edit panel

L 779l Freas

Color sectors

. #009600

30 to

45

#fac800

© s572

® %R TRE, Editpanel AZMAIERE -

e K # fl M Topic | T B
816001/home/humi -

o HATER Circular panel T - RERE
WRERTIEEEEE - Pryload min f8E% =
'm0 BEER1EE11E 30 Payload max RIEE%
ogEER&1E 70 -

® Hh Color sectors O EABEEE

BERAENEEETR -

HRf#E =6 Ae=fEHe %=

EEEEeE -

o o] UENEHMBRTE -

"SAVE ., 1zt -

EeRER T
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& Edit panel

Panel name*

bil:4

Topic*

816001/home/bright

Payload min* Payload max "
0 255
D Show received timestamp
Qos
Unit 0
Color sectors
@ 009600 #1ac800 ® 572
0 to 80 to 170 to

255

e %18 TRE, Editpanel AZMIERE -

e K # fl M Topic R T B
816001/home/bright -

® HA1ER Circular panel T - RERE
NEREROEEEEE - Pryload min FEERZE
m O BEEEEE 0 - Payload max RIE&A
ogEm&1E 255 -

e H Color sectors TLIRREARE B
BERAENEEER -

o HRIEHAE =B 4e=fEEe KFK=
EEEEeE -

o tToOJDUERHMIBRTE  BHTEEIRT
"SAVE , 1zif -

# Edit this panel

W Delete this panel
~ Move before
[ Merge left

|:| Merge top

Panel Width

v Move after

[] Merge right

] Merge bottom
A

1/2 screen width

® XETE®% - tEFE Device [Home]®WHE
WEE oI IEZIMBIFAZER S @ panel
ToE -

o EETD¥EE panel 2REER _EAI
B - K/ETHREE -

o LEZRVWEmME "EE—, - "EE_,
BI7RE&E4 " 1/2 SCREEN WIDTH 1 A7)\ ©

o —ERE EE RETHAIL 1/3 SCREEN
WIDTH 1 K/N2IR -

e HIRG LAZEERELIRITA - KFEEA
#Z APP ## | broker.hivemg.com MQTT
RIEIARES - oI DUETIRIRERIE -

® AT APP E&E - MQTT @AfR=s - T&)E
— BB TRIREERE L AR TEE

— L ERG TEREEEE ) AR -

o ENRIREANMEIRRER 32 ECRE
50 T"|E® 251 -
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CH3 &#PRIERE KR EZIEA

3-1 Linkit 7697 R ZEMWRINEERF N

Linklt 7697 %t sd B 2017 FAABE LAY M AER SR - KRB REHRH
EF K Wi-Fi mii@EmEE $Eﬁ’§"‘$&ﬁ’]ﬁ§n“?ﬁ’f‘wb SR BEBERRER
REEFS MCS ET7H%  aIRBEANEFEHAYBENZEFEARER @ 5
—AMEBNREZITE -

RX
|
£l GND D+ D- 5V 3V3 RST GND P5 P4 P3 P2 Pl PO GND
TX 3 ssesessesevEees
- L

PUR e ®

L
s RTC_PUR (IR RN NNRRRRNN]!
ﬁ = GND P17 P1k PL5 P14 P13 P12 P11 P10 P9 P& P? Pb 3v3

Bl (3) linkit 7697 B8 3k b &R B (B E Mediatek HDK EIR T &)

3-2 Linkit 7697 ERHHABIRIENA

HTEARUMBMOMABEEREEAN  BRABREHTSEENFABIRE O
HEXRBEEZRMHN FreeRTOS HZEEMA JavaScript B Microlattice.js F %I
B P mEEBREZALHNREFS  UABERVBZEHELHNEL T2
SHHEBE FEEZFER Arduino IDE B BlocklyDuino MM EFE  IFE R
EAIPER BB FTK -

Arduino IDE: R#tABERBEAEXNZSERENEZTE  FEEENRSPUL
MEBLEHEFR -

13



3 he06 | Arduino 1.8.12 - [u] X
=% £= =5% IS 88

heog

1 |// EME http://swf.com.tw/?p=712 @
2 #include <SoftwareSerial.h> // BEEIRE
3

47/ EFERET I R

5 SoftwareSerial BT (10, 11): // IZU, @l
6 char val: // fEEiElE RS

7

8 void setup() {

9 serial.begin(9600); // HEIETEE
10 Serial.println("BT is ready!");

12 // BEETHEIEEER
13 BT.begin(57600) ;
14}

16 void loop() {
17 /7 HE T RFIREERE ) BER - RERRE

18 if (Serial.available()) {
19 val = Serial.read():

20 BT.print (val);
! }

& (4) 1#F Arduino |IED M #IRIE

%

BlocklyDuino : Rt %A ABERBEXNEZSHENE  FEUREESRESZEEER
Z BERNTERARAESERIREPNNELELEFH RELEXES
MUIEEN B IEEANKEREMENE IG5 ER RERREHEZNINERR
BEEANERRE Arduino WER - T EFEE Arduino B R - KRERK L
BlocklyDuino B & F a8 RBAM -

BlocklyDuino Editor v ¢ coms
E-ZN Arduino ° @ B0 -

E T
BRI Wi-Fi AP
(WEANET stiphone K
Wi-Fi 8 | 6 »
FASEH (#f7) || &« »
FREUSEH (17 ) || S Wi-Fi IP frik

Username |

Password {

LB <tj/home/led1 B2

B LMY stj/home/led2 2
pur
VT ERE RIC (BRERE ) EAREE | @8 :

@ (5) f# A BlocklyDuino Editor v3 fY B IR IR
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RAEBWHEBEEEH linkit 7697 NEREMNR - HEETHTE2ESEHW
BHEHIAFEERMNTRS) - ER(V)  BHM(G) =R FMEZEZA S - F5E AR
BETHERENRER  RASENEN% -

A

-]
&
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wn
2
>
<=

AEE
* AST

B (6) 7697 NANO breakout #&RE W98l B (XS Firtzing RIJTHE)

HRENRARFEES BRERM Linkt L THEHSE—# EHRRE Linklt
77T N -ERAMERR MELFERINEERMEERE Linklt 7697 L-

3-4 ZMMBERBEHEINEN B REE

® LINKIT 7697 INEEN AR :

——— | ® LRX LED : FAISERFEE RS - TX
GND D+ D- G5V 3v3RST annlp'slp:'P:'p'elr;l.'P'u's:n' LED : F?]—gut%?i PC 1%%":*4@55%%

L ® 2. RSRZ&h : =2 FERIBIMNR
® 3.USB&E#E[]:3%1 Micro-USB EFE K EE
® 4. PWR V& 13 Linklt 7697 283885 - USR

.. °
RTC_PUR sanannsnanannns LED : thF FANZE&@ L LED 1B

GND P17 P1b P15 P14 P13 P12 P11 P10 P9 P& P?7 Pk 3V3
o & DD n o oE " K K

® 5.USRIZER . W AL
o YNEREEVE Mediatek HDK &R &)
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® 7697 nano breakout IERBWINEEN AR :

® 1.D0~D13 HfuZMm  EZEE AL / @A
R - BREBUERESEE VCCEGND - 75
EEEER -

o 2 iERENEIRFE
® 3.Linklt 7697 #& & : B Linklt 7697 RU#EEA
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